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otZOA> h3El (Vian)

LAN1DZ2TODOR— MHRE—TIA> ~

@YAMAHA —

IP7 FLAR:192.168.1.254/24



otZOA> h3El (Vian)
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@ F—=FI)LY I FD:EFE

M COM8:9600baud - Tera Term V1

' 774}b(F) w|E(E)

Z2(S)| 3> PO—L0) D4 RIW) ~ILT(H)

BE(T)..
51> RO(W)...
T NE)...

F—h—

F(K)...

ST R—
TCP/IP...

~(E)...

25(G)...
ZOMDZE(D)...

EEDFRE(S)...
HEDFFHAH(R)...

F—TvTEHAH(L).
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©® BERIE(F

mOJ14>
Password: &ERRENBDT. Enterzifd, (5IAIBRINRIZL).
O 80 I>] ICZE{EUET,

[administrator] EANTDIEBE/INADTD—RZEHOMNEIDT.
Enterz##fid, JO>TJ M’h T#] (CEELET,

mO0J79bk
quit (exit) V> FZERAUEXT

m{RTF
# save N> RZERAUEYT,

m TiEHE

# cold start AV > RZEERHUFET,
XY > RANDE. BEINICHEES U TS HEFOIREEICIRADE T,




@ show 1Y > F(show config)

# RTX1210 Rev.14.01.16 (Tue Nov 22 19:03:24 2016)

# MAC Address : ac:44:f2:3a:de:2f, ac:44:f2:3a:de:30, ac:44:f2:3a:de:31

# Memory 256Mbytes, 3LAN, 1BRI

# main: RTX1210 ver=00 serial=S4H109178 MAC-Address=ac:44:f2:3a:de:2f
MAC-Address=ac:44:f2:3a:de:30 MAC-Address=ac:44:f2:3a:de:31

# Reporting Date: Apr 9 18:08:44 2018

ip route default gateway pp 1
ip lanl address 192.168.1.254/24

switch control use lanl1l on

switch control use lan2 on




@ show 1Y > F(show config)

pp select 1

description pp WAKWAK

pp keepalive interval 30 retry-interval=30 count=12

pp always-on on

pppoe use lan2

pppoe auto disconnect off

pp auth accept pap chap

pp auth myname ydm4w3e8e@st@wakwak.com e63e8euwb
ppp Icp mru on 1454

pPpp ipcp ipaddress on

PpPp ipcp msext on
pPpp ccp type none




@ show 1Y > F(show config)

ip pp secure filter in 200003 200020 200021 200022 200023 200024 200025
200030 200032

ip pp secure filter out 200013 200020 200021 200022 200023 200024 200025

200026 200027 200099 dynamic 200080 200081 200082 200083 200084

200085 200098 200099

ip pp nat descriptor 1000

pp enable 1

ip filter 200000 reject 10.0.0.0/8 * * * *

ip filter 200001 reject 172.16.0.0/12 * * * *

ip filter 200002 reject 192.168.0.0/16 * * * *

ip filter 200003 reject 192.168.1.0/24 * * * *

ip filter 200010 reject * 10.0.0.0/8 * * *

ip filter 200011 reject * 172.16.0.0/12 * * *

ip filter 200012 reject * 192.168.0.0/16 * * *

ip filter 200013 reject * 192.168.1.0/24 * * *

ip filter 200020 reject * * udp,tcp 135 *

ip filter 200021 reject * * udp,tcp * 135




@ show 1Y > F(show config)

ip filter 200022 reject * * udp,tcp netbios_ns-netbios_ssn *
ip filter 200023 reject * * udp,tcp * netbios_ns-netbios_ssn
ip filter 200024 reject * * udp,tcp 445 *

ip filter 200025 reject * * udp,tcp * 445

ip filter 200026 restrict * * tcpfin * www,21,nntp

ip filter 200027 restrict * * tcprst * www,21,nntp

ip filter 200030 pass * 192.168.1.0/24 icmp * *

ip filter 200031 pass * 192.168.1.0/24 established * *

ip filter 200032 pass * 192.168.1.0/24 tcp * ident

ip filter 200033 pass * 192.168.1.0/24 tcp ftpdata *

ip filter 200034 pass * 192.168.1.0/24 tcp,udp * domain
ip filter 200035 pass * 192.168.1.0/24 udp domain *

ip filter 200036 pass * 192.168.1.0/24 udp * ntp

ip filter 200037 pass * 192.168.1.0/24 udp ntp *

ip filter 200099 pass * * * * *




@ show 1Y > F(show config)

nat descriptor type 1000 masquerade

dhcp service server

dhcp server rfc2131 compliant except remain-silent
dhcp scope 1 192.168.1.1-192.168.1.20/24

dns host lanl

dns server 8.8.8.8

dns server select 500001 pp 1 any . restrict pp 1
dns private address spoof on

dashboard accumulate traffic on
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O HEAND

® JL—FDLANIKR— rZER— KRZ & (LAN1.1, LAN1.2) (CETA> bE|
L. IPZPRLAZZEUFEY,

@ )L—ADDHCPHEEE(C2FmI TR EZEMUET,

® 2FDOTFITAMNRA> MNAP)DIPF RLAEZBUET

@ 2FOBEFEPCOIPV RLREFT IAINT — IO A ZEZBEUEI,
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® 1FE2FDBHREPCTHEEWVNC I 7AMILHEEG(EE) N TEBDZE&EZMERUE
9
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1.)V—5 DES3E
OI—F(CFieconfige AN > RS54 2(CLI)ICTERELE I .

lan type lanl port-based-option=divide-network

ip vilanl address 192.168.1.254/24

Ip vlan2 address 192.168.2.254/24

vilan port mapping lanl1.1 vianl

vian port mapping lanl1.2 vian2

dhcp scope 2 192.168.2.1-192.168.2.9/24
dns host vian1 vian2

ip filter 200030 pass * 192.168.0.0/16 * *

Save
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@ X< HBLANDER (VLANES O VLANDIERR)

[VLAN]
PIEBR (C1DDRAA Y FZ. HIENEBEBRDIAYFNHDINDLD(CREDEHl
T9,

[42VLAN]
2+ v FRIEE T CEEOVIanZE 1ADS — TIL TR U COBIEEIT S Ieh DM
TY.,

[52vlanDEHE]
AA W F(FFDvianh— bZEB T DT L —AlvianBIREMIMU TEELET
IJL—LE'EZEURAMYFIE. vlanFIT=ZRRT, EDvlan(TRINETL— A
THdmzHltrLET,
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® UTM (Unified Threat Management) Z&A 9 385k

UTM & (F. BEDERB TF 1V T HEZT —DICHIE CEZIMaBTMEEREZD
CIRDHEER T I,
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[7>F D01 )LR]
A Ea21—A T4 I)LANSPCYOY— )\ EFREHDI AT /LD ETY,
B bOADOKRE., F—0OH—. R)\ADT7RRE

[IDS (Intrusion Detection System) ]
2y N I—=D(CH T RIRERAZIRB UBRKI TET DS RATATI,

[IPS (Intrusion Detection System) ]
2 NI—=D(CXW T DIRERAZRE URRHBRICBHEHEES C1 D> AT ATY,
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® JL—% (Cisco891F)

IL—A3E. BRB3RY MDD\ Ty REERXTEBIL—FT 0 > TEE=ZFS.
¥4 20O R D)VICHIEUTWET,
X ConfigeXE (C(FPCICH—Z=FILY Tk (TeraTerm) HwE(CIRDFET,



® ENEEE— R

ABDTRIIVUR (HEgA2)
@® enable (en)

@
1—H—F—RK | =P | i5igE—R
Router> — Router#
®
®

@ configure terminal (conf t)

® interface xx (int fa 0)

@ exit (exi)
® end
® disable (disa)

= | yo—)UL-a> T EIL—>T> -
¢ | E—[] Router(config)#

A2H9—J1A4 R A>T« F1L—>3> -
£— R Router(config-if)#

xxl&fastethernet 073 &




o IRWEE—R

- 1—HE-—R
[SBBDH] DE—RT. IL—FDRAFT—AXEZRARBC EFHERF I, HEODEE
(FHEFEE A

- REE—R
O—YE—KR GHFEE—F) LDEZLDOOVY RZEFIATIENTE. ERLANIL
DFEZITD ZENHRFT,

-o0—-)UL-O>J«4FaL—>3>-E—R
W=D AT LAERICENDREZITORICERIDIE—RTY,

cA>2AA—TJx1—X-A>T«4F2L—>3> - E—R
B4 D¥LEEZERTE I BIRICHERITDIE—RTI, 12— TJT1T—RAREDEKTEET D%
BICERAUET,

XN > Rifiehkae

BWIN RZANTBIIHZECIANTOIOAN REITDDIEKETI, AN RZEERE
TH o2&, ZD/A(CHR< XFIHREHEWGE(E [Tab+—1 Z#HIETcIVR
MEEEICADENE T, HlX(E. "conff"E AN LU TCTabF—%2 AT DEEHEN
(C"configure” ERRENET,



o [#:2 1< > R(show running-config)

Router#
Building configuration...

Current configuration : 1556 bytes

!

version 15.4

service timestamps debug datetime msec
service timestamps log datetime msec

Nno service password-encryption

|

hostname Router
1

boot-start-marker
boot-end-marker

NO aaa nhew-model

|
--More--




o 21V > R(show running-config)

- show running-config (sh run)
RERERNTZRRUET.

- MorezX’~
“--More--"ERREINDBEIE. —TEULOETOARABNSDEHTI, Entert>
Space TRDIT (R—2) ZRRCEEY,



o [Es2 1< > R(show ip interface brief)

Router#

Interface IP-Address OK? Method Status Protocol
Async3 unassigned YES unset down down
BRIO unassighed YES unset administratively down down
BRIO:1 unassighed YES unset administratively down down
BRIO:2 unassighed YES unset administratively down down
FastEthernetO unassighed YES unset administratively down down
GigabitEthernet0 unassigned YES unset down down
GigabitEthernetl unassigned YES unset down down
GigabitEthernet2 unassigned YES unset down down

GigabitEthernet3 unassigned YES unset down down
GigabitEthernet4 unassigned YES unset down down

GigabitEthernet5 unassigned YES unset down down
GigabitEthernet6 unassigned YES unset down down
GigabitEthernet7 unassigned YES unset down down
GigabitEthernet8 unassighed YES unset administratively down down
Vian1l unassighed YES unset down down




o 21V > R(show ip interface brief)

- show ip interface brief (sh ip int brie)
IW—FDETDA>2A—TI—ADAT—HRAEEBRRIDIN>RTY,



o I#ES21~VY > R(show ip route)

Router#

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-1IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route, H - NHRP, | - LISP
a - application route
+ - replicated route, % - next hop override

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
10.10.100.0/24 is directly connected, GigabitEthernet8
10.10.100.1/32 is directly connected, GigabitEthernet8
172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks
172.16.0.0/16 is directly connected, Vlanl
172.16.100.1/32 is directly connected, Vianl
192.168.100.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.100.0/24 is directly connected, FastEthernetO
L 192.168.100.1/32 is directly connected, FastEthernet0
S 192.168.200.0/24 [1/0] via 192.168.100.254




o [#R1<V > R(show ip route)

- show ip route (sh ip ro)
=T 07— &HRI DD INY > RTT,



® IR1F LHIHAML

WIEDESE : RAM
running-config

©)

EE)IFDEEE : NVRAM
startup-config

ANTBRIAV R (ABEHZ)

@® configure terminal (conf t)

@ show running-config (sh run)

® copy running-config startup-config (copy run star)
@ show startup-config (sh star)

® erase startup-config (era star)



O RAIFTAYVII—F1>0EE

R1 R2
Gi8:172.16.1.1/30 Gi8:172.16.1.2/30
Fa0:192.168.1.62/27 Fa0:192.168.1.94/27



O RAIFTAYVII—F1>0EE

R1 R2
Gi8:172.16.1.1/30 Gi8:172.16.1.2/30
Fa0:192.168.1.62/27 Fa0:192.168.1.94/27
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EhlEE

s BIL—FDA>A—TT—RICIPZPRLAZEZELUTTFEU,

s BIV—BDICARATAYVIIN—FT+4 20K ELUTTF0N,

- PCOIPZ RLA(F. PCHAET DY hDO—UEH TIERTEZ 3 RA N RLADE
IMEZSSTELU TS0,

EEIES
- BPCHS N> RIJO>T bZER L. ping@ENTlge/a s & &R L TR0,
- showINY > RZFERL. IL—FDIL—F+ 2057 —T)VEHRZHR LT T =0\,



O HE DI —FIE

Router>en
Router#conf t

Router(config)# intfa O

Router(config-if)# ip address IP7 RLX I RY kIR JT
Router(config-if)# no shutdown

Router(config-if)# exit

Router(config)# int gi 8

Router(config-if)# ip address IP7 RL X HO'RRv NIRRT

Router(config-if)# no shutdown

Router(config-if)# exit

Router(config)# ip route 2 RIJ—OF RLRA BT RY SRR ROABKRYITF RLR
Router(config)# end

Router# copy run start




® HHDI—FE

IP7 RL RASSE
(config-if)# ip address IP77RL X HIRwv =YX
5 : ip address 192.168.1.1 255.255.255.0

AAFTAYIIN—FT 4 D DEE

(config)# ip route xR FJ—0F7 RL X HIRY MR ROXBRYITT7RL
A

5 : ip route 10.10.10.0 255.255.255.0 192.168.100.254

125971 —ADBEIE

(config-if)# no shutdown

XIL—B DA 25— T 1T —AIHHPARRE CTEIEMN (TR (C/ED> TUL\D s, B s
£2TY,

& D 1ZES ED—EBHIFR

REUCARBZEDBEUTENDICTDICIE. REIN> RDEIEC [no] Z4T13THI
FRLUEI,

5 : no ip address 192.168.1.1 255.255.255.0
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